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Credential Management

Manage the full cycle of high privilege
credentials.

What is it?

Centralized access management to protect and control the use Benefits
of credentials.

Gain in security
How does it work? levels

The Access Groups allow it to define the users who can collect

the password or use the remote access to access a device. The @ Comphance il
. security standards
collection or remote access can be performed through approval
workflows.
Secure password
Features delivery guarantee

Change of passwords by usage time or after viewing them;
Automatic password change.

® Secure storage of credentials; N

e Definition of groups for access segregation; @ Ol Tl s
e password change process

® Flexibility in the approval process;

e Several users can request access to the same privileged account;

® Emergency access for immediate password view; Transparent authentication

e Double custody of passwords; @ on the system or device

® |ntegration with Help Desk and Change Management tools; without displaying the

° password
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Technical features

Talk to an
e Use of AES 256, SHA 256, RSA 2048 bits or higher expert
encryption standards; +55 11 3069-3911

® |ntegration with the main directory services.
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